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Summary 

In the 1970s, the Supreme Court handed down Smith v. Maryland and United States v. Miller, two 
of the most important Fourth Amendment decisions of the 20 th century. In these cases, the Court 
held that people are not entitled to an expectation of privacy in information they voluntarily 
provide to third parties. This legal proposition, known as the third-party doctrine, permits the 
government access to, as a matter of Fourth Amendment law, a vast amount of information about 
individuals, such as the websites they visit; who they have emailed; the phone numbers they dial; 
and their utility, banking, and education records, just to name a few. Questions have been raised 
whether this doctrine is still viable in light of the major technological and social changes over the 
past several decades. 

Before there were emails, instant messaging, and other forms of electronic communication, it was 
much easier for the courts to determine if a government investigation constituted a Fourth 
Amendment “search.” If the police intruded on your person, house, papers, or effects — tangible 
property interests listed in the text of the Fourth Amendment — that act was considered a search, 
which had to be “reasonable” under the circumstances. However, with the advent of intangible 
forms of communication, like the telephone or the Internet, it became much more difficult for 
judges to determine when certain surveillance practices intruded upon Fourth Amendment rights. 
With Katz v. United States, the Court supposedly remedied this by declaring that the Fourth 
Amendment protects not only a person’s tangible things, but additionally, his right to privacy. 
Katz, however, left unprotected anything a person knowingly exposes to the public. This idea 
would form the basis of Smith and Miller. In those cases, the Court held that a customer has no 
reasonable expectation of privacy in the phone numbers he dials (Smith) and in checks and 
deposit slips he gives to his ha nk (Miller), as he has exposed them to another and assumed the 
risk they could be handed over to the government. 

While the third-party doctrine has been criticized by Members of Congress, various 
commentators, and others as overly constrictive of Americans’ privacy rights, it appears to fit 
relatively well with other Fourth Amendment case law. That being said, advancements in data 
collection, automation, and use have some questioning the continued application of this doctrine 
in a digital society. Several events have precipitated renewed debates over its continued existence. 
First was the Supreme Court’s decision in the GPS tracking case, United States v. Jones, where 
two concurring opinions comprising five Justices of the Court called into question various 
existing Fourth Amendment theories, including the third-party doctrine, at least with respect to 
long-term government monitoring and advanced surveillance technology. Second was the Edward 
Snowden leaks relating to the National Security Agency’s telephone metadata program, which has 
been primarily justified by Smith and the third-party doctrine. Various Members of Congress have 
joined the debate, with some introducing legislation that would require a warrant for access to 
records held by third-parties, and others introducing more targeted measures that would limit 
access to information such as geolocation data from third-party companies. 

With these legal, social, and technological trends in mind, this report explores the third party- 
doctrine, including its historical background, its legal and practical underpinnings, and its present 
and potential future applications. It explores the major third-party doctrine cases and fits them 
within the larger Fourth Amendment framework. It surveys the various doctrinal and practical 
arguments for and against its continued application. Lastly, this report describes congressional 
efforts to supplement legal protection for access to third-party records, as well as suggesting 
possible future directions in the law. 
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Introduction 

In 1967, the Supreme Court pronounced in Katz v. United States that “[w]hat a person knowingly 
exposes to the public, even in his own home or office, is not a subject of Fourth Amendment 
protection.” 1 This rule “that a person has no legitimate expectation of privacy in information he 
voluntarily turns over to third parties” is known as the “third-party doctrine.” 2 While its reach in 
the pre-digital age was relatively limited, the third-party doctrine has provided the government a 
powerful investigative tool in a society where people share ever-increasing amounts of 
information with others. Many have debated whether these technological and social changes 
require the courts to reconsider this doctrine, or, alternatively, whether Congress should step in 
and create some form of statutory protection for this information. 3 

Over the years, the Court has applied the third-party doctrine to two main sets of cases. In one, 
the Court has held that people do not have a reasonable expectation that a person with whom they 
are communicating will not later reveal that conversation to the police. 4 In the second, the Court 
extended this doctrine to hold that people are not entitled to Fourth Amendment safeguards for 
records given to a third-party or data generated as part of a person’s business transactions with a 
third-party. In two of the most prominent third-party cases, Smith v. Maryland and United States v. 
Miller, the Court held that government access to telephone calling records and hank records, 
respectively, were not Fourth Amendment searches for which warrants were required. 5 

To be clear, the third-party doctrine does not cover all conceivable information that is transferred 
through a third party. For instance, the content of a voice or email communication does not fall 
within its scope. 6 The courts have reasoned that the service provider is merely the conduit or 
intermediary of those communications and not the recipient; thus, the user does not lose privacy 
protection in those communications. On the other hand, both non-content and content information 
that is shared directly with a service provider is covered by the third-party doctrine (e.g., the 
deposit slips or checks shared with a bank and data kept by the bank relating to transactions with 
it). Additionally, non-content information derived from private interactions with others is subj ect 
to the third-party doctrine. This covers data such as telephone numbers dialed, email addresses of 
those emailed, or websites visited. 



1 Katz v. United States, 389 U.S. 347, 351 (1967). 

2 Smith v. Maryland, 442 U.S. 735, 743-44 (1979). 

3 See, e.g., Orin Kerr and Greg Nojeim, The Data Question: Should the Third-Party Records Doctrine Be Revisited?, 
ABA Journal (Aug. 1, 2012), available at http://www.abajournal.com/magazine/article/ 

the_data_c[uestion_should_the_third-party_records_doctrine_be_revisited/; Orin Kerr, The Case for the Third Party 

Doctrine, 107 Mich. L. Rev. 561, 575 (2009); Richard A. Epstein, Privacy and the Third Hand: Lessons from the 
Common Law of Reasonable Expectations, 24 Berkeley Tech. L. J. 1199 (2009); Erin Murphy, The Case Against the 
Case for Third-Party Doctrine: A Response to Epstein and Kerr, 24 Berkeley Tech. L. J. 1239 (2009); Stewart Baker, 
Smith v. Maryland as a Good First-Order Estimate of Reasonable Privacy Expectations, Volokh Conspiracy (May 4, 
2014), available at http://www.washingtonpost.eom/news/volokh-conspiracy/wp/2014/05/04/smith-v-maryland-as-a- 
good-first-order-estimate-of-reasonable-privacy-expectations/. 

4 See infra notes 49-66, and accompanying cases. 

5 United States v. Miller, 425 U.S. 435 (1976); Smith, 442 U.S. 735. 

6 Katz, 389 U.S. at 352 (voice); United States v. Warshak, 63 1 F.3d 266, 288 (6 th Cir. 2010) (email). 
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